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A consultancy built for consequence

We started FortressPoint to close a real gap in enterprise security. Organisations in the UK, Nigeria, and across
West Africa need real security capability, not compliance theatre. We build programmes that match actual risk, fit
how a business really operates, and last well after our engagement ends.

Our founders bring experience from enterprise security, critical national infrastructure, and executive advisory work
across both markets. Today FortressPoint serves micro to large enterprises across the UK and Nigeria. We judge
our work by how much exposure we remove and how much confidence a board has in its security programme, not
by the certificates on a wall.
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UK & NG

SERVICE LINES MARKETS SERVED FRAMEWORKS & REGISTERED

STANDARDS

Substance over theatre

Integrity before optics

We give you an honest read on
your security posture, even when
the findings are uncomfortable.
We will not soften a finding just
to keep a client happy.

We tie every recommendation to
a risk outcome, and we build

every deliverable to be useful in
practice, not just to pad a report.
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Accountability by design

We build clear ownership of risk,
defined escalation paths, and
governance frameworks that
survive personnel changes and
outlast the engagement.
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WHERE WE OPERATE
Dual-market presence

FortressPoint is registered and operating in both the United Kingdom and Nigeria. We bring the same standard of
security consultancy to Lagos and London, with practitioners who understand how both markets actually work.

United Kingdom

MICRO TO LARGE ENTERPRISES

Our UK practice serves micro to large enterprises.
We align every engagement with UK GDPR, Cyber
Essentials Plus, 1ISO 27001, and NCSC guidance,
and we deliver board-level reporting, technical
assurance, and certification support.

Nigeria
MICRO TO LARGE ENTERPRISES

Our Nigeria practice supports micro to large
enterprises as they work through the NDPA 2023, the
CBN cybersecurity framework, and NCC directives.
We bring the operational rigour of established UK
practice to one of West Africa’'s most complex digital

markets.

CNDPA 2023) CCBN Framework>
<NCC Guidelines> (ISO 27001>

CUK GDPR) (ISO 27001) (Cyber Essentials)
NCSC Aligned

+44 7487 887247

15 Grange Road, Shepshed, Loughborough, +234 806 789 0430
Leicestershire, England, United Kingdom H152, Road 3, Ikota Complex, Lekki, Lagos State,
Nigeria
OUR CULTURE
Excellence Integrity Ambition Inclusion

Diverse teams build
better security
programmes. Every

The highest professional We tell clients what they
need to hear, not what

they want to hear.

We are building a
consultancy that matters
to our clients, our

standards in every
engagement, every
Honest advice builds

deliverable, every people, and both

markets we serve.

voice and perspective

interaction. lasting relationships. strengthens our work.
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Our ten integrated service lines

Cybersecurity Strategy & Architecture

Most organisations build security programmes by accumulating tools instead of designing a coherent
architecture. We build strategies aligned to NIST CSF 2.0 and the Zero Trust principles in NIST SP 800-
207, starting with threat modelling specific to your sector and geography across the UK and Nigeria.

Security operating model design Zscaler ZIA/ZPA design & implementation
Threat modelling and risk registers Technology roadmap development
Security architecture review and design Board-level security reporting

Zero Trust architecture (NIST SP 800-207)

Governance, Risk & Compliance

Passing an audit and managing risk are not the same thing. We build GRC frameworks that start with
your actual risks, not a generic template, covering UK GDPR, NDPA 2023, CBN cybersecurity
frameworks, and ISO 27001 in a single engagement.

ISO 27001 implementation & audit readiness CBN / NCC / NITDA advisory
UK GDPR and NDPA 2023 compliance Third-party & supply chain risk management
programmes

Policy framework development

Data governance framework design
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03 ISO 27001 Implementation

Most ISO 27001 projects produce documentation that satisfies the auditor but does not reflect how the
organisation works. We build the ISMS the other way around, starting with a gap assessment against all
93 Annex A controls and your actual operating environment.

= ]SO 27001:2022 gap assessment & remediation = Certification audit preparation & coordination

lannin . I
P 9 = Management review facilitation

= ISMS design and documentation (policies, risk = CBN and NDPA 2023 control mapping for
register, SOA) Nigerian clients
= Internal audit against ISO 27001:2022

requirements

04 NDPA 2023 Compliance

The Nigeria Data Protection Commission can investigate, audit, and fine organisations up to 2% of
annual gross revenue. We build NDPA 2023 compliance programmes that align to the GAID 2025
directive, covering data mapping, lawful basis, privacy notices, DPIA, and NDPC registration.

= Personal data inventory and mapping = Data Protection Impact Assessment (DPIA)

= Lawful basis assessment & documentation Sl

= Breach notification procedure aligned to NDPA

= Privacy notice and policy development
2023 & GAID 2025

= NDPC registration support
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05 Cloud, Azure & Identity Security

Default Microsoft 365 and Azure configurations leave a lot of attack surface exposed. We design and
implement Azure security architecture covering Entra ID hardening, Conditional Access policy design,
Privileged ldentity Management, Defender for Endpoint, Intune BYOD, and Microsoft Sentinel SIEM.

= Azure security architecture & hardening = Microsoft Intune BYOD deployment
= Entra ID (Azure AD) architecture & hardening = Microsoft Defender for Endpoint configuration
= Conditional Access policy design & = Microsoft Sentinel SIEM and SOAR

e = ldentity governance & access reviews

= Privileged Identity Management (PIM)
configuration

= Single Sign-On (SSO) & MFA deployment

06 Data Security & Information Protection

Most organisations protect data at the network edge and stop there. Once a file moves into emalil, a
cloud app, or a personal device, it is effectively unprotected. We build Microsoft Purview programmes
that classify, label, and control data wherever it moves, covering data loss prevention, insider risk
management, and security posture management in a single practice.

= Microsoft Purview Information Protection = Insider Risk Management programme design

BRI & GBI = Data Security Posture Management (DSPM) for

= Data classification and sensitivity labelling Microsoft 365 and Azure

= Data Loss Prevention (DLP) policy design &
implementation
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07

Vulnerability & Exposure Management

Running vulnerability scans and managing vulnerabilities are different activities. We design Continuous
Threat Exposure Management programmes using Tenable, building risk-based prioritisation models that

tell your team which findings to fix first based on exploitability and business impact, not CVSS scores

alone.
= Vulnerability scanning & assessment (Tenable.io,
Nessus)

= Continuous Threat Exposure Management
(CTEM)

Risk-based prioritisation & remediation planning
Attack surface management
Patch management governance & oversight

Executive vulnerability reporting & metrics

Al Governance

08

The EU Al Act entered into force in August 2024 and applies to UK and Nigerian organisations with EU

operations or customers. We build Al governance programmes aligned to the EU Al Act risk tiers and
NIST Al RMF, starting with an Al inventory and classification of every system in scope.

= Al risk assessment & classification (EU Al Act)
= Al governance policy & framework development

= NIST Al Risk Management Framework
implementation

Al model transparency, explainability & bias
controls

Al vendor & third-party risk management

Board and executive Al governance advisory
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09 vCISO & Advisory Services

A full-time CISO costs over £150,000 per year. Most mid-market organisations need board-level security
leadership at the right moments, not daily. We provide fractional CISO engagements structured around
fixed days per month, covering security committees, board reporting, regulatory liaison, and incident
response leadership.

= Fractional CISO engagement = Security investment planning & prioritisation

= Security committee & board representation = Regulatory liaison & audit management

= Incident response leadership = Security programme oversight & accountability
10 Security Awareness & Training

Business email compromise, phishing, and social engineering succeed because people make decisions
without the information they need. We design security awareness programmes around your actual threat
profile, using phishing simulations with sector-relevant templates and role-based training targeted at the
functions that carry the most risk.

= Executive & board security briefings = Role-based technical training
= Company-wide security awareness campaigns = Security culture measurement & reporting

= Phishing simulation programmes

Confidential. FortressPoint Consulting Ltd, registered in England & Wales and Nigeria. 8



@ FortressPoint

Service Capability Statement fortresspointconsulting.com

HOW WE WORK

Our delivery approach

01

Discover & Assess

Initial risk assessment,
stakeholder workshops,
and threat-landscape
analysis to establish your
current security posture.

02

Design & Plan

Security architecture
design, control selection,
and a prioritised
implementation roadmap
tailored to your risk

03

Deliver & Implement

Technical deployment,
policy creation, team
enablement, and change
management, delivered to
timeline and budget.

04

Assure & Improve

Continuous testing,
metrics review, lessons-
learned cycles, and
programme optimisation
to maintain effectiveness.

profile.

WHY FORTRESSPOINT

What sets us apart

We know UK regulatory frameworks (UK GDPR, NCSC guidance) and Nigerian requirements (NDPA 2023, CBN, NCC
mandates) in depth, and we are formally registered in both the UK and Nigeria.

Full-spectrum service coverage

Ten integrated service lines, from cybersecurity strategy and GRC through to cloud, identity, data protection, and Al
governance, all delivered by certified specialists.

Hands-on expertise across Azure, Intune, Defender, Microsoft Sentinel, Entra ID, and Purview, the stack most enterprise

We design security controls to fit your operational reality: pragmatic, right-sized, and built for your team to run long after

01 Dual-market expertise

02

03 Microsoft ecosystem depth
organisations already depend on.

04 Business-aligned delivery
our engagement ends.

05 Transparent governance

Every deliverable comes with full traceability and audit-ready documentation, so you can demonstrate compliance and
programme maturity at any time.
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GET IN TOUCH

Let’s start a
conversation.

Whether you have a specific security challenge, need a capability briefing, or want
to discuss a potential engagement, we are ready to talk. No obligation, no sales
pressure.

“Security is not a product you buy. It is a posture you build, methodically, deliberately,

and with full understanding of what you are protecting and why.”

UNITED KINGDOM NIGERIA

15 Grange Road, Shepshed H152, Road 3, Ikota Complex

Loughborough, Leicestershire Lekki, Lagos State

England, United Kingdom Nigeria

+44 7487 887247 +234 806 789 0430
info@fortresspointconsulting.com www.fortresspointconsulting.com

linkedin.com/company/fortresspoint - x.com/fortresspoint - facebook.com/fortresspoint - instagram.com/fortresspoint

We respond to all enquiries personally within 2 business days. Operating hours: Monday to Friday, 09:00 to 17:30 GMT.
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